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&) CBEPBAHK

v' Hawa rnaBHas 3aga4ya — COXPaHHOCTb BalLMX AEHEr U
NIMYHbBIX JAHHbIX

v Mbl NOCTOSAHHO BIOKUPYEM HOBbIE YIrPO3bl U UCMONb3yeM
CaMble COBPEMEHHbIE CpeACTBa 3alUTbl

v' Ho caman HapéxHas 3awmra — 3TO Balla
0CBEeAOMNEHHOCTb, 64UTENbHOCTb U OCTOPOXHOCTD!

PekomeHpauumu
no 6e3onacHocTU

Bawa 6e3onacHoOCTb

JalmTiuTe ceBa v CBOM ABHLMM

Bcé o kubepbesonacHocTH
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Mbl BCceraa Ha CBA3U

CTONKHYAUCL € MOWEeHHUKamu? CpovHO 3BOHUTE:

‘v B mobunbHOM npunoxxeHuu
L Ha)kmute MKOHKY TenedpoHa B NeBOM BEPXHEM Yy

= Ha Homep 900
C mobunbHoro TenedoHa, 3BOHKK No Poccun becnnaTtHble

Ha Homep +7 495 500-55-50
A1 3BOHKOB U3 110601 TOUKM MUpa, No Tapudam onepaTtopa

Cnocobbil
obpaTtHoOM cBA3MU

Bawa 6e3onacHoOCTb

JalmTiuTe ceBa v CBOM ABHLMM

Bcé o kubepbesonacHocTH



CoobuweHune o
MOLUeHHUuYecTBe

Bcé o knbepbesonacHocTH

&) CBEPBAHK

[Nasaunte 6opoTbcAa
C MOLWWEHHUKaMU BMecCTe

Bbl CTONKHYAUCH C 4YEeM-TO NOAO3PUTENIbHBIM —
Hanpumep, 0bHapYXMAKN NoaAeNbHbIA CAUT UK
aKKayHT B couceTax ¢ norotunom CbepbaHka?

Unn ctann cenaetenem AeMNCTBUN MOLLIEHHUKOB —
Hanpumep, OHU Noa BUAOM COTPYAHMKOB MO3BOHMAN
BAalUMM POACTBEHHMKAM?

HanuwuTte Ham, mbl npyumem mepbl.

https://www.sberbank.ru/ru/person/dist services/warning/form




MowWweHHUKU n
KOpOHaBUpyc

Bcé o kubepbesonacHocTH
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OCTOPOXKHO: MOLWIEHHUKN UCNO/Nb3YIOT
TeMmy KOPOHaBMUpyca KaK NPUMAHKY

= Ecnuv BuauTe B NOYTE NUCbMO CO CZIOBOM «KOPOHABUPYC» B
Teme, 6yabTe OCTOPOXKHbI U HE NepexoguTe Mo CCblKam —
TaM MOET OKa3aTbCA CaluT-10BYLUKA.

" BHMMaTENbHO NPOBEPAMTE CCbINKU B MMCbME, OCOBEHHO
KOpOTKMe. He ocTaBnAnTe CBOW AaHHblE Ha
NoA03pPUTENbHbIX CauUTax.

= [loBepAnTe TONbKO OPUUMaNbHbIM aKKayHTam CbepbaHKa B
couceTax U He coobuwanTe HMKOMy naponm ns CMCu
HOMepa KapTbl — MOLIEHHMKM YacTo MULLYT OT MMEHMU
CbepbaHKa.




Mpasuna nn4yHomn
KubepbesonacHoctu

Bcé o kubepbesonacHocTH
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MpaBuaa AM4HOU KnbepbesonacHocTu

ITU NPOCTbie NpPaBMuaa A0NXKEH 3HATb KaXKAblW, KTO HE Xo4eT
BbITb 0OMAHYTbIM U INWINTBLCA AEHEer

Y3HanTe 0 pacnpoCTPaHEHHbIX NPUEMAX 3/T0YMbILLIIEHHUKOB U
He AanTte um ceba obmaHyTb
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lnaBHble NnpaBuaa NMYHOWU
KnbepbesonacHocTu
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:
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He coobllaiTe HAKOMY He nepexogure no Mcnonb3yite ToNbKO
ceoMn naponu, NH- 1 CVV-ko 46| NOLOIPUTENEHBIM COBINKaM: oPUUManLHBIE NPHUACKEHKA
¥ Kofel 12 CMC, Saxe coTpydHikam MOLLESH HIAKW MOTYT 3apazvTe Ball ‘BaHka B App Store, Google Play s
Ganka KOMNBIOTER WK TenedoH Brpycom ¥ Micrasoft Store

YKPACTh BAWWA fAAHHBIE

000 5
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Mpasuna AMYHOM
KubepbesonacHocTu

Mcnons3ynTe aHTHEMPYCbI. CoobUMTeE BaHKY 0 cMeHe HoMepa  MpoBepAATe pekBU3IMTE Nepesojos
Npunoxexne CeepbaHk OHAAAH Ha MOBWABHOND: BCTh PUCK, HTO BALLN ¥ Nnatexel, KoTopele NPUAXOIAT &
Android UMEeT GECANaTHLIA AaHHBIE AON3YT HOBOMY BN3AENLLY CMC ot 6aHka
aHTHBHDYC

Bcé o knbepbesonacHocTH
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OdunumanoHblie Homepa CbepbaHKa

CbepbaHk oTnpasnsetT CMC Tonbko
c Homepoe 900 n 9000

C Homepa 9000 BaHK NpoBognT CMC-0NpoC 0 Kayecrae
Q6CNYXNBAHKA W NPOBOANT AKTYAAM3aUWNI0 AaHHBIX,

CoobLIEHWE MOXET COAEPXKaTb CChINKY Ha nopTan LeHTpa
HegBxmocTi ChepbaHka Domdclick.ru unuw onpoc CeepbaHka.

Mpasuna nMuHOMU
KubepbesonacHoctu

MNpn ncnonszoBaHn baHKoOMaTOB

e [IpMKpPLIBaHTE KNAaBAATYPY PYKOIA, KOT4a BEOANTE
MAH-ko04

* He npMHWMaiTe NOMOLLb OT HE3HAKOMLEB,
HaxXoARCk Y BaHKOMATa, 1 He coBepLIaliTe onepauuy
NoA AMKTOBKY

¢ OCMOTPWUTE GaHKOMAT Nepej UCnoNk3oBaHUeM
W yBearTech, YT0 Ha HEM HeT NoA03PHTeNLHBIX YCTRORCTB

Bcé o knbepbesonacHocTH



Mpasuna AMYHOM
KubepbesonacHocTu

Bcé o knbepbesonacHocTH
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Monb3ynrtecb ycnyramu 6aHKa 6esonacHo

YTO HY>KHO 3HATb MPU UCMNO/Ib30BaHUU GUHAHCOBbIX CEPBUCOB
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MHTepHeT-baHK

ﬂ

baHkomaTkl

[\

TenedoHHbIE MOLLEHHMKIA

baHKOBCKanA kapTa

MceBgobpokepsl N NCeBAOANAE Db

Cepeurc CMC-baHk

CMC- 11 email-MoLLeHHUYeCTED



NMpaBuna nonb3oBaHUA
UHTEepHeT-6aHKOM

Bcé o knbepbesonacHocTH
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Kak 6e30nacHO No/sib30BaTbCA
UHTEpHeT-6aHKOM

NHTepHeT-6aHK CObepbaHK OHNaH — yao06HbIN U BesonacHbIn cnocob coBepLlaTb
6aHKOBCKMe onepaunm Ha KomnbtoTepe, 6e3 Bu3nTa B 6aHK. YTo6bI 3aWMTUTL cebs
OT MOLLEHHWKOB, A0CTaTOYHO cobnoaaTh NPoOCTble NpaBuna:

HukoMmy He cooblaiTe Nnapony ANA BXoaa B
CBepbaHk OHNalH
Haxe ceorn BNU3KMM 1 COTPYOHMEAM DaHKa.

YEERHTEC b, YTO apeCHAA CTPOHKA Ha4YWMHAeTCH C
npedurca htps://

3TC O3HAYAET, YTO YCTAHOBMNEHO 3alHULEHHOe
cogauHeHKne

Hukerga He BEOQUTE Naponu ANA OTMeHBI
onepayun

Q6 31OM MOMYT NONPOCHMTE TONBKD MOWEeHHrEW. EcnK
Bbl C 3TMM CTONKHYNIMCE, MNOKWHLTE CAMT M CPOYHO
obpaTtHTeck B OaHK

P ® @

CTapadTeck He NONb3I0BATELCA BeD-BepcUer
CHepbaHk OHNaWH ¢ MobGuneHoro TenetoHa
Hawmuoro yaobHes MCnonk3oBaTe MobUNEHOE
NRUNOHKEHHE

(G|o
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Kak 6e30nacHO No/sib30BaTbCA
UHTEpHeT-6aHKOM

NHTepHeT-6aHK CObepbaHK OHNaH — yao06HbIN U BesonacHbIn cnocob coBepLlaTb
6aHKOBCKMe onepaunm Ha KomnbtoTepe, 6e3 Bu3nTa B 6aHK. YTo6bI 3aWMTUTL cebs
OT MOLLEHHWKOB, A0CTaTOYHO cobnoaaTh NPoOCTble NpaBuna:

HenonesyuTe Toneko oguumnaneHsIn canTt
Cbepbank OHnanH

CoxXpanuTe 3TOT aJpec B 3aKnaKax

Gpayzepa (NOCMOTPETh NPUMEPE! CARTOB-NONEN0K
MOMHO HUHE)

& o

MpoeepanTe pekBuantbl onepayun 8 CMC ¢
ogHopasoBbIM Naponem oT Homepa 900

Ecnu pexkBusuTEl HE COBNAAAHIT, TO TAKOA Napons
BBOAMTb HENb3A

NMpaBuna nonb3oBaHUA
UHTepHeT-6aHKOM

HMenoneayiiTe aHTUBUPYC

PerynapHo genanTe NOMHYIO NPOBERKY KOMNbLIOTERA
nporpaMmMoi-aHTMBMEYC oM. YCTaHoBuTe
ABTOMATUYECKOE OOHOBNEHME AHTHBKPYCHBIX Da3 1
ONEPALMOHHOR CHETEMEI

Ona exona B COepBanHk OHNAAH HYXeH TONBKD
NOrvH, NM4YHBIA Naporfke MNM oOHopasoBeId M3 CMC
Ecnw Ha cadte sanpawweaoT Nodyo 4pyryo
NepcoHANBHYI MHPOPMALUWID, HANPUMEP, HOMED
OAHKOBCKOA K2pThl MNK MoBUNbHOMD TenedoHa,
NOKMHETE CAAT W CPOYHD 0DPaTHTECE B DaHK

Bcé o kubepbesonacHocTH



NMpaBuna nonb3oBaHUA
UHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH
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Kak pacno3Hatb caut-«noapenky»?

Mop, pasnuHHEIMA NPEAMOTaMA
3ENPALIMBSETCA HOMED
moBHNsHOMD TensdoHa

Onepauma MOKET NPOBOAMTECA

B HE3ALYALLBHHOM DEXIAME (MIOHIA ALDEC MONET HE COBNAaRaTh

Gpaysepa, ynassmsarowme Ha padoTy ¢ oMUMBENEHLIMW Bapecamn «CGepGank
B 38ILMLISHHOM PENUNE, HE BXTUEHDI) Ownaiin» (online sbarbank. ru)

MoryT oTcyTeTBOBATS MNK GBMs
HESKTHUEHEIMK COLUTNA HE HBKOTOpLIS
pEsnans caiTa, HanpUMEp no Mapam
Gopslsl C MOLEHHUIBCTEOM

PexBuamTs, HOMEPa KOHTANTHLIX
Tens(hOoHOE MOTYT He COBNaAaT:
€ ol KansHLIMIA
+7 (495) 500 55 50

8 (800) 555 55 50

Mof pEsNMHBLIMIA PSR NOTaMKM
sanpawmvsaerca CMC-xog no onepaLy
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Mpumepbl PULLMHIOBbLIX CAUTOB

(8] x =2

B - B -2 #m v Crpwmus v Besomicnocts ¥

=

w

han cnywGa: +7 (496) 600 5550 8 (800) 555 5550 ﬁ%

L voro. wrodes sowtn 8 CoepSank CHNEim, nogenowre vomry dMolnnurs Sanks

yfe eModurishui Banks.

CCPWECTRASH BXO0 8 CHCTeMy, Me NOIKITITN

npaBHﬂa nonb30BaHUA L{mﬁmm 7 OBPATHTE EHHMSHIE - KOMSP MOGHILHOND TEAEPONE SO CA 583 KO3 CTp@H
UHTEepHeT-6aHKoOM . ———— // )

pbank OHN@iAH

Mep! Se3onacHocTH Noi WEHoNs308aMIut CHETaMb! "Cohepbas OHNER"

O puckax npu ANc TAHUNOHHOR GaH0Berom 06T meEaH

B oncreme « ClepSasi OuME s Bo MOMaTE yNPRENATE CEOMMN BRNITAMI, KIPTIMN, KDAGUTIMI 14 OETHMI & TRI0HE C MNETENMN

NEERROAL! YEPEd VIHTERHET TNA ADCTVIE B CHCTeny Ban HEOM Xm0 ADAYINTE MARHTHSNKITAR NONLISRITENA W NARINGL. Bu) MoweTe M0 lenats 2

nocoami

» ChoMOILD BanK0scicon KapTe Weped yoTpeRcTeR cam oolchmmpanng Cosplanka Poconm (Colcor v RORACTR),

& CHOMOBR «MODHNBHOTD BAHEES, OTNDERIER SMS-COO0WENNE Wal WOMBD SO0 (WAK WE MoMEDE+T 826 2000 900, +7 916 572 3900) ¢ TéxcTom. Paro! ool
(e oo - nocnegHie 5 undp womapa Bawed kapme). B peayretare Bam npuosT napons & SMS-cooBugent. Danee NSI90OHNTE NG TRARDOREM
KowTarnore ueHTra Cheplanus FocCuu «7 (495) 500 5550 8 BOD 555 5550 w nomywT e maSHTRDHIETOP NONEI0BITENA L

Ana torg s1ole saim & orcramy «COeplank CrNSans 8 NONHOPYHELMOHANHIM DEXIME, HE0JI0MIMG JAT0VHTE YHiEE PCENeHEIR GOT0E0p GaHKDECKOMRD

obcny. o The 3 BoipensHum C = Pocom

B qensx Se30nackors WCnoms3083HIA yemm «CBe phasm Onli@iie B0 MOWET QONONHITENLHD NOATES D¥AATLCR QEHODasoBKM napane. [ng rote

WTabh! MOMUTE OAHOPEI0BH NERONE

& PASNBYATIIATE YLK C NAPONAMK BEpEl GaHROMAT, TEPMUHAN COSPEaHES POCIN € NOMOWUsE SaHRIBLHoA KapTel QoiH Yok cOSpwNT 20 SAHDPAIDRLN
naponed.

® NpPW EXORE @ CHCTEMY HAMMMUTE Ha RHONKY «SHS-NoaTsepraeHites u Bl nonymTe SHS-coolidewat CNaponam, sCnu Bl NOZUION eHil K yENyTE
Motinsned fans

ECri Bist Safisinn Wi NOTEPANN WA SWTHEDIKETON NONEI0EETERA 1 NAPOAN, TO Bel MONETS NONYUNTE WOBEE SHANOMUMEIM OOpEI0M (ITPENHIE NAPOTM I

Bcé o kubepbesonacHocTH



NMpaBuna nonb3oBaHUA
UHTepHeT-6aHKOM

Bcé o kubepbesonacHocTH
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Mpumepbl PULLMHIOBbLIX CAUTOB
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ITPOCTO, 6BICTPO, 6€30I1aCHO!

::' ’i\'f CbepbaHK OHJI@HH —

HOBOCTW | Bxog Ha NuyHYyo cTpaHuly

Fanousanaaynm no miapriaun onici GeionacHocm
07 HonBpa 2011
BHWUMAHWIO KNTWEHTOB
OARLHEBOC TOUHOMO

B ceman © NpogegaH| e

marsoBeix pabior ¢ 15 00 08 WMaeHTiudrEaTop NofbaosaTtens;
woRopa go 0200 09 vosGps e e e
[Bpema Mockoackoe), He Gyaer
BOCTYTHO FLIEHIE KpEUTaB
no scemy TB. Mapone:

25 2011
BHVMAHWE KNMEHTOB
CEBEPO-KABKA3CKOMo

BAHKA
Hauimas © 25 cewratps 2011 BANEE

(B WeCKONLKO STaN0A) Gyaet
npoiEIseaeH Nepesng

KITHEHTOB HA bﬁ-mm‘
BEPCHR CHCTEMS) L&
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Mpumepbl PULLMHIOBbLIX CAUTOB

CbepbaHK OHH@HH —

IIPOCTO, 61:1c*rpo 6e30nacno'

NMpaBuna nonb3oBaHUA
UHTepHeT-6aHKOM
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HOBOCTU

O7 wontips 2011 N
BHUMAHWIO KIMEHTOB [nn Toro, uTols BoiTH 8 COepBark OHIEIH, NOARNIOY
AANBHEBOC TOMHOMO ;
BAHKA!!

B canir ¢ npogeserienm
nniasoss pador ¢ 1500 08
Hombpa o 02 00 09 Hosbpa
{BpenA MocHoBCKoe), He Gyger

yenyry afMobinneHs it Basxs

Aoctmons SME sn memoreeesa Kapra, 10 KoToRos G OCyiges T SEON B CHCTEY, re
MO0 K yenyre diioGurmrieat Gapon YOmyvm npeanc rasnme1es Secnang

Baegute Homep TenedoHa:

7
Hawman ¢ 28 centripn 0w k

7. (B wecxonsko 3vanos) Byaer DE0ITITE Bt Ir - oM MG TILNE MG TR Pona

NPpoi38efed nepenog EE0ZeTCA e KOAS CTp 3R

HIHIEHTON HA o HOBNEHHYK

BEPLING CHETEMS Cﬁepﬁsm

ALOREAL B wnsall sarme ~

Bcé o kubepbesonacHocTH
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Mpumepbl PULLMHIOBbLIX CAUTOB

IIPOCTO, 6BICTPO, 6e30I1acHO!

“i 1\11 C6epbaHK OHJ/I@HH —
b <

HOBOCTH ~ Bxop Ha nnuHyto cTpaHunLy

NMpaBuna nonb3oBaHUA
MHTEepHeT-6aHKOM T

Aexkalps 40 020007 COBPTAHIL MOWET JANPEUNESTS IELONN QTR OTMEHE GEpaLwWA 8 ChepGark OMMEiH 8-canau ¢
Aexalpa (epema NpOESSEHIEN TN e0RNL DEOOT HE CTOpONE UNepaiopa

Mockoacno). ve Sraet Ena Taro volisl oTMEsTs ownbosi one 0 EaeuTe SHS-NAp0Nk B Nane | HEKMITE KHONKY
BOCTINHO rAWEHe KpeauTon mmmmm%w%mm.—
no gcemy TH. TODGD BDEX DR ach i Gato TEDCarN LRI TEaNH T SNTE JLECe.

08 wondps 2011

BHAMAHWE KNHEHTOB

CEBEPO.-KABKA3CKOIo

BHUMAHMIO KIMEHTOB BAKHAR HHOOPMALIA Ans nank30satened CEepoans Oufigite

BAHKAN 1. [Dnaexopa s Chephane Cul@is A Me 22 T HOREP KPASMTHEN KADTS I ADYTYIO
LONOMHATERk, i 3

VigesTupHKaTop Noms30BaTens

BAHKA

Haunman ¢ 08 woalpn 2011 1. |
{8 HECKONEKO ATANORE] SyneT

NPpoN3EENEH NEPEROD ﬂaponb
KMMERTOR #a ofwoanexnyo -
ESPCIN CCTEME COepiann

Bcé o kubepbesonacHocTH
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&) CBEPBAHK

KaK MOLeHHUKU KpaayT AeHbru ¢

Lol

*]

npaB“na “on bSOBaH"ﬂ Knaccmyeckaa cxema MoLLeHHW4YecTBa
" HTepHET-Ga H KOM DUWKNHIOBEIN CanT

3NoyMBILLNEHHME Ha pa3nuYHEIX pecypcax

OT COUMANEHBIX CETEN W 3NEKTPOHHON NOYTEI

00 0ObIYHBIX HOBOC THEIX CAWTOB — 3acTaenAeT Bac
HZKaTh Ha CCbIMKY, BedyLLyHo Ha (PUMLLMHIOBRIA CalT.

Bbi nepexoanTe Ha NOAAENLHLIM CAAT, KOTOPLIA KONHUPYET
OW3aiH M Codep:XaHue W3BeCTHOro caiTa.

OpgHopasoeslil SMS-napons

3noyMBILUNEHHUEY HYAHO Y3HaTh ¥ Bac ogHopasoBbiA
SMS-napens gna npoBegeHUA onepaynn, Kak npasuno,
MOLeHHWEK 3BoHUT Bam Ha Tenediod v npegcTaenaeTca
COTPYAHWKOM DaHKa U npacsBamMu KK yrposamm
3acTaBNAeT NPOAMKTOBATE eMy Ball ooHopasoseIin
napone.

Bcé o knbepbesonacHocTH

I'Iepcoua.an ble OaHHEIe

Ha noanencHoM caiTe Bac mMoryT NonpoCcUTeL BBECTH
MAeHTMDWUKATOPE! M Naponu, MobuneHeI TenedoH

W ApYrie nepcoHanbHble AaHHele, Heobxoaumble
MOLUEHHMKaM AnA obmada. [ina 3almTel OT MOLEHHMKOB
B «CHepbank OHNaiHe NpeaycMOTPEHO NOOTBEMKAEHWE
(MHaHCOBLIX onepauuii 0AHOPA30BLIM Naponem,
KOTOPLIA OTNPABNASTCA BMECTE C PEKBM3UTAMK CAMOWR
onepayuu. HeoGxogumMocTe NOATEEPHKAEHUA onepaLn
OJHCpa30BbiM Naponen oTobpaxaeTca B «Chepbank
COHNaiH» NpW COBEPLUSHWK ONepaLunn.

He pasrnawanTe HUKOMY 0OHOPAZOELIA Naponk

[Mo3ToMy 0HOPa30BbIM NAPoNb 3TO OYEeHb KPUTHYHbIR
3MeMEHT 0830MACHOCTM — Er0 HEMbL3A HUKOMY
pa3rmallaTte M HK B KOEM CNyYae Henb3n BBOOMTE, eCny
nony4exHsle 8 SMS-coobUeHn PEKBU3HTEl OTHOCATCA
K onepauuu, kotopyto Bl He coBepluani.
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KaK MOLeHHUKU KpaayT AeHbru ¢
nomouwbio dpuinHra. Cxema 2

@
ORSCINEY

NMpaBuna nonb3oBaHUA &
UHTEepHeT-6aHKOM

ANA MOBUNBHbBIX YCTPOIACTB

Bupyc Cair — noBywka

BupycHoe nporpammHoe obecnedeHre (BUPYC) 3apamasTt MpK NONBITKE KNWEHTA OTKPLITh ¢ MOOMNEHOTO

MOBUALHOS YCTPOWCTED KNWeHTa. YCTPOWCTEA calT BaHKa, BUDYC NepeHanpasnaeT KNMeHTa
Ha cneywanbHblil CART-NOBYLUKY, MMMTUDY OWMA canT
CoepbaHka.

Ha nogoeneHoMm caiTe Bupyc camMocToATeNBHO NONYYaeT U NepeckinaseTt
SM3-naponu

Ha noanensHoM cadTe MOryT NPesnoXnTe BBECTH NOTMMH

¥ Naponb OT NINYHOr KRGUHETA, NPOMTH COUMantLHLIA lMocne ycTaHoBKW BUPYC CAMOCTOATENLHO OT MMEHK

ONpoC, CKa4aTh SHTHMBMPYC MMM HOBOE NPUNCKEHNEe KMWEeHTa Nomy4yaeT W NepeckinasT 3N0yMbILLNeHHuKam

oT ChepbaHka. SMS-naponu 404 BX043 M NOATBERHAEHNA

MOLEHH MYeCKMX onepaumii B ChepbaHk OHnaiH.

Bcé o kubepbesonacHocTH



NMpaBuna nonb3oBaHUA
MOOUNbHbIM
NPU0XKEeHUem

Bcé o kubepbesonacHocTH
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Kak 6e3onacHO nonb30BaTbCA
MOBOUNBbHBIM NPUNOKEHNEM

MobunbHoe npunoxeHune CoepbaHk OHnatH — yaobHbIN K
6e3onacHbl cnocob ynpasnaTb cBOMMU GUHAHCAMM Ha cmapTdoHe. Mbl
Aenaem BCE, YTobbl N0Nb30BaThCA UM BblNO Be3onacHo: Hanpumep, B
Hale npuaoXKeHue Ha nnatdopme Android y»ke BCTPOEH aHTUBMPYC.
Tem He meHee, NPOCKMM Bac cobnoaaTb NPOCTble NpaBuaa:

HukomMy He roBopuTe naponk And EXoga 8 MoOuisHoe
NpUNoKeHHe

[Mpw ycTaHoBke Ha cMapTdoH NoGLIX NPUNoHEHWA
ofpallaiTe BHMMaHWE Ha NONHOMOYKMSA, KOTODLIE OHM
sanpawmsatoT. byabTe ocobeHHO OCTOPOMHDI, ECnM
MPUNOKEHKE NPOCKT NPaBa Ha YTeHle afpecHoi
KHUr, oTnpaeky CNC-coobulgeHit W AocTyn K
WHTEPHETY — OHO MOKET ObITh ONACHBIM, NYYLLE He
yCTaHABNUBAHTE aro.

OTKNHYMMTE B HACcTpORKax sawero iIPhone
BO3MOAHOCTb MCNONbL30BATL NONOCOB0E YNPaBNeHUeE
Siri npK 3abnokMpoBaHHOM 3KpaHe (HacTpoAkn — Siri
— HocTyn ¢ ONOKMPOBKOA 3KpaHa).

9

WMenoneayiTe TONBKO 0OMUMANEHBIE MPUNIOHEHNA
BaHka ona Android, iPhone, iPad u Windows Phone

He ycTaHasnueaiiTe NpMNoeHUa No coolkam
13 CMC-cooBWEeHnA i 3NEKTPOHHOW NOHTHI, Aame
eCnn B CooBDleH YTESPHOASTCH, YTO OHO M3 DaHka.

He mogudmumnpyATe onepaumoHHy cHCTEMY
TenedoHa (Hanpymep, © NoMoLlbio DxernOpenka).
HectaHkuHOHHWpaBaHHaA MOOUDHKaLMA OTRMOYaET
3ALLMTHBIE MEXAHW3MEI, 3AN0KEHHbIE
NPOW3BOAMTENEM, W BALL TENEHOH CTAHOBWTCA
YAIBMMEIM K 32R2KEHMIK BMPYCHEIMW NPOrpammanti4.



&) CBEPBAHK

Kak 6e30nacHO nonb30oBaTbCA
cepsucom CMC-6aHK

Cepsuc CMC-6aHK — 310 cnocob nonyyatb BaHKOBCKKUE ycayrm ¢ nomolbo CMC-
coobuweHunr yepes Homep 900, USSD-3anpocos, a Takxke Push-ysegomnenunii (npu
Hannunum MobunsHoro npunoxeHuns CbepbaHk OHnanH). Cepsuc aaér
BO3MOHOCTb 0TNpaBaaTb 6aHKy CMC-nopyueHuns Ha Homep 900 — Hanpumep,
KOMaHAbl Ha coBeplleHMe nepesoaa n mMHoroe apyroe. Ytobbl Nnonb3oBaTbeA
cepBucom 6e3 onaceHui, cobatoganTe npocTblie Npasuaa:

©)] YcTaHOBWTE CMOXHEIA Naponk Ha TenecoHe ® Ecnu Bl cMeHUNKM Homep MoBuneHoro TenedgoHa
n pa B "n a n OJ'I bBOBa H “ H @ raye mowenwnukar Oyaet npouwe aobpateca o E‘j Oremtoumnte CMC-5ank Bel cokeTe B8 MobunsHom
BalLWx aeHer npunoseHun «Goepbank OHnaiHs» unK bankomarte.
Ce p B"COM c M c-6 a H K @ Ecnu notepaAnu TenedoH, oGpatuteck B GaHk @] He nogkmiwoyanTe kK CMC-6aHky 4yxune Tenedonsl
1 nonpockTe BpemeHHo 3atnokkposate CMC-0aHk. @ DOaxe ecnu Bac npocAT 00 3TOM NKOAW, KOTOpbIe
Jatem 3a0noKMpyiTe CBOK CHM-KapTY Y COTOBOM NPenCcTABMNMCE KCOTPYOHUMKAMK DaHKA 2.
onepaTopa.
O] Ecnu egpyr nepectana paGotaTe cUM-KapTa, @) OTKNH4MTE B HacTpoiikax iPhone ronocosoe
ﬁ NO3BOHUTE CBOEMY OMepaTopy CBA3W U BLIACHUTE ynpaeneHue Siri npu 3aBnokupoBaHHOM 3KpaHe
Q NPpUYHHY @ Kak oTknioumTe: HacTpoikn — Siri — Siri ¢

BoszmoxHo, BAC aTaKYOT MOLLEHHMKM ONOKKMPOBKOW 3KpaHa

Korna baHk BHOMT Noa03pUTENEHBIE OMEPaLMU OT BALIET0 MMEHW, OH MOMKET MO CBOEH MHULWMATMBE BPEMEHHO 3a0MoKMpoBaTh
aoctyn Kk cepsncam CMG-0ank n Coepbank Oxnaid. Ecnu onepayuu coBepLlwaniy Bbl, AnA DbICTPoro 60300HOBNEHWA JoCTyNa
Ma3BOHWTE, NOKANYNACTE, B KOHTAKTHLINA LeHTp Chepbarka no Homepy 900 (c mobunbHore TenedioHa, 380HO0K Ha TEPPUTORWK
Poccun BecnnatHuii).

>

Bcé o kubepbesonacHocTH



NMpaBuna nonb3oBaHUA
6aHKOMaTamm

Bcé o kubepbesonacHocTH

&) CBEPBAHK

Kak 6e30nacHO nonb30oBaTbCA
6aHKOMaTamMm

Mpu ucnonb3oBaHnMK 6aHKOMATOB MOMHMTE O NPOCTbIX NpPasBuaax bes3onacHocTu:

Mpwn Habope NMMH-koga NpUKPLIBAATE KNABUATYPY
PYKOWA. ECNK BOKDYT HET NMIOAEA — 3T0 ELLE HE
Q3HEYAET, YTO MOLUEHHWKA 38 BamMyW He HatnwLamnT,

Ecnu Ha Bxoge B NnomMelweHmne ¢ BaHKkoMaToM
YCTaHOBMEHO YCTPOUCTBO, koTopoe Tpebyet MKH-
KOO Bawen kapTel, He BeoguTe MKMH n He BxoauTe
Tyna.

He npuHUmMainTe NOMoWE OT HESHAKOMUEE,
Haxopack y baHkomara, He npucyLuMBeaiTech

K C OBETaM HEIHAKOMBIX NHOAEH U HE MPUHWMENTE

nx nomoLe. Ecnu Bam HykHa nomows, cbpatutecs K
COTPYAHWKY BaHKa MMM No3BOHUTE B KOHTaKTHGIRA
uenTp Ganka no Homepy 200 (3BOHOK ¢ MODMNIBHOM
TenedoHa Ha TeppuTopur Pocciu SecnnatHbii).

@

=
Q

A

@
=

OThasanTe npeanoYTeHMe GaHKkoMaTam,
YCTAHOBMEHHBIM B 33l WLLeHHLIX

MecTax (HanprMep, B rocy4pekaeHuax, odmrcax
DaHKOB, KRYNHEIX TORTOELIX UEHTREX).

He ucnonesyiTe 6aHKOMAT B NPUCYTCTEBUM
noAozpUTeNkbHEIX NUL. [1oJ0#auTe, NOKa OHU
pAz0MOYTCA, MMM BOCNONL3YATECH ADYIMM
DaHKOMATOM

CcMmoTpuTe DaHKOMAT Neped UCNONEI0BaHUEM.
YoeauTeck, Y4TO Ha KNaBUATYPe W B MECTE ANA NpUema
K3PT HET AGNONHUTENEHEX YCTPORCTE. O0pawanTe
BHWM3HKME Ha HEMCNPABHOCTW W NMOBPEXOEHNA —
HanpuMep, Ha HEPOBHO YCTAHOBNEHHYID KNaBHaTypy.
Ecnn 4To-TO BoIZEANGC NOA03PEHMA, HE MONb3YATECH
3TUM GaHKOMaToM .

Mepea Mcnonbsosadnem GaHkomara yGegurech, 4TO BCe ONepalyi, COBEPLUAEMbIE NPEAbIAYILMI KNHEHTOM, 3aBepILEHbl.
EcnuM y Bac BO3HMKAT COMHEHWA, HIKMMTE KHOMKY «OTMeHa»,

He MenoneayiiTe HeMcmpaBHelid GaHkoMaT. Ecni 6aHKOMAET 33B1UCAST, CAMONPOM3BOMLHO NEPa3aTRYKASTCA MNW HA 3KpaHe
MOSBNAITC A NOAGIPUTENBHLIE M30DpaKEeHMA — He nonbayiTeck M. OTMEHUTE TEKYLLYH ONESpaLMie, HAKaB kHonky «OTMeHas,

W 00X OUTECE BO3BPDATA KapPThl.

Ecnum BaHKomaT He BOIBPALLART KapTy, NO3BoHKTE Ha Homep 900 unm no Tenedory, yKasaHHoMY Ha DaskomaTe. He otxoguTe oT
OaHKoMaTa, NoKa HE BbIMONHWTE PEKOMEHIaUNN COTPYOHMKA DaHKa.



&) CBEPBAHK

Kak 6e3onacHO nosnb30BaTbCA
6aHKOBCKOM KapToM

BaHKOBCKaa KapTa — KN4 A0CTyNa K Bawemy cyeTy. OTHOCUTECH K Hel TaK e
H6eperkHO, Kak K HannyHbim. Y1061 06e30nacuTb ceba OT MOLIEHHUKOB, cnefyiTe
NPOCTbIM PEKOMEHAALUAM:

& @
A
@ Himowy e mepegasalite sapry I?I Hurosay ree ropopuTe w e sanicesaime coofl TTHH-rog
@ e
- KpPaEHUTE KEDTY & MECTE, HEROCTYAHOM BMA % He seapuTe NMAH-KO[ HUTGE B WHTEpHETE
M0 FODOHFEE

NMpaBuna nonb3oBaHUA
6aHKOBCKOW KapToM

Kak 0be3anaciTs CBOI KapTy

&) He 6¢ TasnAaTe xapmy Sed ADHcMOTRE | HE 3] EcA# B NOTEpANH KAPTY HAW ROACIPEBACTE, %10 BalW
@ NEPEAEERATE HUKDMY — HH GEOHLYHSHTEM, Hi @ CHET STEYRT MOUSHHIRN, CPoMs0 &8 3abnarnpyiTe
KONNErak, Wy pcutm OetRm MoeHD D Y10 NoIacsTE B KOHTRETHER Uewtp Chepbasa
ONOMHEATEN R0 KE0TY K POLHTENLCHON, & #a moMep $010 ¢ nwobunesone TeNedoHa [380H0K B
BIPOC ke IAONYT OTE0RITh CAOK: CODCTRE NS0 KANTY Poccun Gecnnatrng®) W aigate B gireoior-Gaie
RMH WO TENOE NEingweie Chepbank DHrafh —
FSAHTE HYRHYIO RADTY A HARMATE c3aGN0RNpOBaTE

KOMMNE K TEDOE MM C HCNGMEI0EaHNER DecnRaTtHonm BAATEIAHE], B ROTOMEX S TOMHD YBEDaMe
WWI-F| — mowetssen MORyT YERSCTh A@HHEE Baweh

He copepiluaime noaymo ¢ oiujemes Tymmx @ Bofinpaiime onm nowymok TOMEKD Te HHTEpHET-
LET ol

NS BGEPEMNTEN LS G0N i B ASQEyD Guepets GylyT
MPOEENATE BNagensld RapThl Ha NpMNECTHOT T
K MPEC Ty NS HMES.

O He COMBWanTEC L Ha NPEANGAEHIR KYTTTTE BRIy sapTy

Bcé o kubepbesonacHocTH



NMpaBuna nonb3oBaHUA
6aHKOBCKOW KapToM

Bcé o knbepbesonacHocTH

&) CBEPBAHK

Kak 6e3onacHO nosnb30BaTbCA
6aHKOBCKOM KapToM

BaHKOBCKas KapTa — K/AKY A0CTyNa K Bawemy cyeTy. OTHOCUTECH K Hel TaK e
H6eperkHO, Kak K HannyHbim. Y1061 06e30nacuTb ceba OT MOLIEHHUKOB, cnefyiTe
NPOCTbIM PEKOMEHAALUAM:

Kak obe3zonacutb MUAH-koAa

He zanuceisante lNiMH-kog Ha Bymare, Ha camoi ®
DaHKOBCKON KapTe, B TENS@OHE MK KOMNBHOTERS — Ei:

NPpoCTO 3anOMHUTE EMD.

Hukomy He coobwaite MNMWH-koa. daxe podc TBEHHUKAM
W COTPYOHWKEM DaHKa.

Kak KOHTPONWPOBATEL Onepauunii rno Kkaptam

[NoaKnioYKTe YBEAOMITEHUA NO KapTe — BamM Ha
TenedoH ByayT NPUXoAWTE ONOBELLUEHHA O KaKI0
onepayui. Ecnu Bel BOBREMA OTCNEAMTE NOKYNKY MMM
nepeBoj, KOTOPLIE Bbl HE COBEpLUANW, BEPHYTH JeHLIW
oygeT nerve.

&

CoXpaHARTe Yeku Nocne onnatsl U KapToi, 1
HalnW4HbBIMK, €CNIM NEPBOHAYaNbHO ONNaTa NO KAPTE M3-
3a cOoeB He npowna.

MNepuognyeckn meHarTe NH-kog — npumepHo pas B
3 mecAya. Ana storo B DaHKOMETE MNK YCTROACTEES
camoobc nyxneaHna Chepbanka 3anguTe B pasnen
«JIMYHBIA K3DUHET, MHGOPMALWA U CEDBUCS U
BuibepuTe NyHKT «Cuednts NMUH-kon».

PerynApHO NpoBepARTe EbINHUCKK ¢ BaHKOBCKMX
CYETOR M KBUTAHLUM O NOKYNKaX, 4TOOLI ybeauTeea,
4YTO ¢ Ballv MK Onepadami EC&B nopAagke.
CoobwarTe B HbaHk 0 NlLIX HECOOTBETCTBMAX.



&) CBEPBAHK

Kak obe3zonacutb ceb6a or CMC u email
MOLLUEeHHUYeCcTBa

MoLleHHUKK perynapHo paccbinatoT CMC 1 sneKTpoHHbIe NUCbma,
3aMacKkuMpoBaHHble Nog coobuieHns oT baHka. Ux uenb — Noay4YuTb A0CTYN K
BalleMy CHETY M YKPACTb AeHbru. [03TOMy BaXKHO YyMETb OTIM4aTbh OpMLMaIbHbIe
coobueHna baHKa OT NMCemM MOLUEHHWUKOB.

BaXHo 3HaTL

CMC n email
® CotpyAHMKK GaHKa HUKOrAA He MPOCAT KNUEeHTOR ® CBepbaHk He oTnpaenneT coobleHun ¢ hopMol AnA
MO IJ.I e H H “ Y e CT BO @ Ha3BaTb KOHhWMAOe HUMANEHEIE CBEAEHWUA (NONHBIW @ BEOOA BallMX NepCcOHaNnbHbIX JaHHBIX

Homep KapTsl, PIN- u CVC-koge!l 1 T.n.) u He TpebyioT
COBepLUaTh aKTWBHLIE Onepauui ¢ KapTamu

nepcoHanbHEI2 AAHHEIE

® CoepbaHK He OTNPaRMAET COODLEHMA € NpockboR ® CoepbaHk He npocKT 3auTn B COepbark OHNaiH
@ nogTeEeponTE, 0OHOBMUTE UK npegocCTaBuTeE @ no CCeiNkKe U3 NHMCBEMa

®
-~ Mpy NBEIX COMHEHNAX 3BOHMTE B KOHTAKTHEIA UeHTP COepCaHKka Ha Homep 900
@ (¢ mobunbeHoro TenedyaHa) UKW Ha HOMED, YKa3aHHEIN Ha3 obpaTHOM CTOpoHE KapThl

Bcé o knbepbesonacHocTH



&) CBEPBAHK
Mpumepbl moweHHUYecknx nucem n CMC

CMC «Bawa kapta 3a610KupoBaHa»

Bbl nonyunan CMC npumepHO Takoro cogepaHua: «Bawa kapra
3abnokunposaHa» nnu «lo Bawen KapTe npoBeaeHa onepauma Ha
cymmy N pybnen». TeKCT coaeput Homep TenedoHa 1 Npusbls
CPOYHO MO HeMy NO3BOHUTb. Korga Bbl Nnepe3saHMBaeTe, Bam
OTBEYaeT MOLUEHHMK, KOTOPbIN NPeACTaBAAETCA BaM COTPYAHMUKOM
CMC m email 6aHKa — Hanpumep, cnyxbbl 6e30MacHOCTM MU TEXHUYECKON
noafeprKu. Bac npocat npenoctasutb MHGOPMaLMIO MU CPOYHO
COBEPLUUTb KaKNe-To AencTBMA — Hanpumep, pa3bnoknpoBaTth KapTy
MAN OTMEHWUTb onepauuio.

MOLeHHU4YecTBo

MoOLWeHHWKM NONbITATCA NOA PA3INYHbIMU NPEeSN0raMu NONYYUTb Y
Bac KOHOUAEHUMANbHbIE AaHHbIE: NO/HbIA HOMep KapTbl, MUH-Koa,
CVV, CVC-Kopa, CpoOK AeUCTBUSA, UM NONPOCAT NOA0OUTU K BaHKoMaTy
MU TEPMUHANY U BBECTU KOoa — ByaTo 6bl 4NA pa3bNOKMPOBKM KapTbl
MAW OTMEHbI NAaTeXa. 3TU AaHHble MOLWEHHUKU UCMOAb3YIOT ANA
KpaXKu AeHer, NOKYNOK M NepeBoLos C BalLero cYéTa.

Bcé o kubepbesonacHocTH



&) CBEPBAHK
Mpumepbl moweHHUYecknx nucem n CMC

dNeKTPOHHOEe NUCbMO OT umeHu CbepbaHka

Bam npuxoguT sNeKTPOHHOE NUCbMO AKOObI 0T CoepbaHKa,
3amMackupoBaHHoe nog oduumnanbHoe NMcbMo. MoLLIEHHUKM
TpebyoT OT Bac bBbICTPbIX AENCTBUN UM HEMEANEHHOTO
oTBeTa. YacTo oTnpaBuUTENM TaKMX MUCEM XOTAT HaMNyraTb Bac
(«CoobuweHne 06 yBennYEeHUN 3a40N1KEHHOCTUY, «Ball cYET
3a6/10KMpPOBaH») UM COOBLLLAIOT O KAKOM-TO BbIMTpbILLE.
[ncbma MoryT cogeprkaTb BAOXKEHUSA, NPOCbOY YTOUHUTD
PEKBU3UTbI KapTbl, COOYHO MNO3BOHUTH MO YKazaHHOMY B
nMucbme Homepy TenedoHa UM NepemnTn No ccbiike. Aapec
canTa 06bIYHO NOXOX Ha odULMaNbHbIE aZpeca CanTos
CbepbaHKa. byabTe OCTOPOMKHbIMU C TAKUMU MUCbMaMMU: He
nepexoauTe No CCbiIKaM U He OTKpbIBalTe BAOXKeHUA. Jlyylle
nepesBOHUTE B KOHTAKTHbIN LEeHTp baHKa, 4ToObl NpoBEPUTL
nHbopmauumio.

CMC m email
MOLUEeHHUYEeCTBO

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Mpumepbl moweHHUYecknx nucem n CMC

CoobuieHune co ccbiikamu

MoLeHHWKM UCNONb3YIOT Halle NtboNnbITCTBO B CBOMX Lenax. Bam
MoxKeT NpuinTn CMC C MHTPUTYIOWNWM COAEPKAHUEM: BAM MOTYT
coobLwaTb, YTO Bbl «BbIMIPAAN CyNnepnpu3» UAM NO3APasBAATL C
npasgHuKamu. Takme coobLLEeHMA YaCcTo COAEPKAT CCbIJIKU, MO
KOTOPOM BaM 06€eLatoT AONONAHUTENbHY MHGOPMALMIO O BbIUTPbILLE
CMC m email MAK CCbINIKY HA CKa4YMBaHME NO34PaBUTENbHON OTKPLITKKU. Jenatb
3TOro He cnepyer.

MOLeHHU4YecTBo

Mpu nepexone No 3TOM CCbI/IKe HA Baw TenedOoH AN KOMNbIOTEP
MOMET 3arpy3nTbCA NPUNOKEHME C BUPYCHBIM NPOrPaMMHbIM
obecne4yeHnem, Uau Bbl NOMNALETE Ha CANT-N0BYLLKY, HA KOTOPOM Nog,
Pa3NYHbIMUK NPeaNoramu MOLEHHWUKM MOMbITATCA NOAYYNTb
NMepPCoHa/ibHble AaHHbIe: MAEHTUPUKATOP U Naposb AN1A BXOoAa B
MHTepHeT-baHK, KoaoBOe cNoBO, HoMepa baHKoBCcKux KapT, NMUH-
Koabl, CVV un gpyryto nHpopmaumio.

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Kak pacno3HaTb MmoLLeHHMKa no TenedoHy?

MoLueHHMKM YacTo BblgatoT ceba 3a coTpyaHMKOB baHKa. Hanpumep, Bam Ha
MOBUNbHbIY TenedoH 3BOHUT HE3HAKOMEL,, KOTOPbIM NPeACcTaBAAETCA
CNEeLMannucTOM KAMEHTCKOW NOAAEPHKKU AN CAy»KObl 6e30nacHOCTM U NPoCUT
Ha3BaTb PEKBU3UTbI KapTbl, NOAOUTU K BAHKOMATY M CPOYHO BbIMNOAHUTb HECKONBKO
onepauuii. MpUYMHa, € ero cnoB, o4eHb cepbé3Han: cbolt B 6ase JaHHbIX, yrpo3a
MOLLEHHWYEeCTBa UM YTO-TO Nofo0bHoe. 3a43a4a MOLLEHHMKA — HamnyraTb Bac U He
AaTb BPEMEHM NpoaHaNn3npoBaTh CUTyaumio, NO3TOMY OH byaeT HacTausaTb,
4TOObI Bbl BLINONAHMAN €ro TpeboBaHUA KaK MOXHO bbicTpee.

He Tepsaiite 64UTENBHOCTU U TPE3BO OLLEHUBANTE Npoucxogallee. Npu 3BOHKe
TEHEdJOHHOE KAMeHTy coTpyaHuk CbepbaHkKa:

MOLWEeHHUYECTBO = Bcerna 06paLlaeTca No UMEeHU-0TYECTBY;
" HUMKOrAaA He NPOCUT KOHPUAEHLMANbHbIE CBEAEHUA: NONHbIE
pPeKBU3nTbI KapTbl (Homep KapTbl, NMUH- n CVV-kog), CVC-napoaun

baHKa;

"  HMKOrpa He TpebyeT coBepllaTb onepauui ¢ KapTom.

[1ng KoHTaKTa c KnneHTtamu COepbaHK MCnonb3yeT TPU HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Kak obe3onacutb ceba ot
ncesaobpoKepoB u ncesgogunepos?

MoLLEeHHMKIM perynapHOo NpeanaratoT KAMeHTam BpoKepCKMe Uu SUNEPCKUE YCAYTH, C
NOMOLLBIO KOTOPbIX AKOBbLI MOMKHO NPEYMHOXUTb CBOM KanuTan 1 OCyLWEeCTBUTD
BbICOKOAOXOAHbIe UHBECTULMU. [TPMU STOM MOLUEHHUKU HE MMEIOT INLEH3UIA Ha OCYLLeCcTBAeHMe
TaKoW AeATENbHOCTU U K peanbHbiM BpoKepam Uau AUnepam He UMEKT HUKAKOro OTHOLLEHMA.
MX uenb — BbIHYAWUTb KNMEHTa NepeBecTy UM AeHeXHble CpeaCcTBa.

&) Mpexne 4em NepesogUTb AeHbMM KoMnaHui, yoeauTecs, &) MepeyeHs poccHCKMX KOMNAHWIA, ¥ KOTOPEIX ecTb
Qﬁ YTO Yy Hee eCTh NWULEH3UA HA OCYLLUECTEMNEHWE DROKEpCKON @ COOTBETCTBYHLLUAA NMUERZMA, NPEOCTABMNEH Ha CaiTe

Wnu AMNEPCKOR JeATENBHOCTH. LeHTpansHore Badka PP 8 CnpaBoYHUKE yYac THUKOB
(PMHAHCOBOTO PLIHEA.

MNceBaobpoKepbl n
@ Ecru AeHbLM NepeeefeHkbl B KOMN3HWED, @ O3H3KOMUTBCA C OT3LIB2MM O KOMIAZHUK U Y3HATE O
nce B Ao A" n e pbl @ 33PETMCTRURPOBAHHY IO Ha TERPUTORMM QRYTOIQ rocygapcTea, @ PeaneHOM onkeITe B3aMMOZeACTEMA ¢ Hel MOHHO Ha

TO CROpLl NPUASTCA pelliaTh B NPaBoBoM None
WMHOCTPaHHOMD rocyOApCTEa, Tak Kak 3akoHol PP Ha 3TH
KOMNaHWKA HE DAcNpoOCTRaHAKITCA.

&) Ecnu Bbl Nepeseni AeHbrM Ha CYET KomMnaHuK, Bank He (D~ Mpw NioBbiX COMHEHMAX 3BOHUTE B KOHTAKTHBIA LEHTP
Qﬁ CMOHET MX BEpHYTh. [Tpoueaypa chargeback, Chepbanka Ha Homep 200 (¢ mobuneHoro TenedoHa) nnm

npothUNEHEBIX CARTaX/ G0 pyYMax.

NPefycMOTPEHHAA NpaBunamy NNaTeHHbIX CHCTeM 4nA Ha HOMEp, yKasaHHbIA Ha cbpaTHOM CTopoHE KapTel
BO3BPATA HEODOCHOBAHHO CMMCAHHLIX CPEACcTE W
pernaMypyeMan MoWeHHMKA MK K2k MEXaHMIM 3aLUMTEI
WHBECTOPOR, B OAHHOM CMY4Y3e He NPUMEeHAETCH, TK.
CAMCAHME CQ CYETOB NPOUCXCOUT NG MHMLMATHEE CaMMX
KMWEHTOR, M YCIyra no nepesony cpeacTs o CYETa KapThl
H& NUYHEIA CHET ABNASTCA OKa3aHHON. Kpome Toro, no
ASACTBRYIOWEMY 3aKoHoAaTeNLCTRY PO BaHku He
BMELIWBAKTCA B 0N BOPHLIE OTHOWEHWA MEXIY
nnatenbULUKaMK M nonyyHaTenasia CpeacTse, NpW 3TomM
3akoHodaTenscTeo PP npesanupyeT Had NpasBunamu
nRaTexHBIX CHMCTeM.

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Kak obe3onacutb ceba ot
ncesaobpoKepoB u ncesgogunepos?

KaK KAneHTbl NonagatoTcA HA Y10BKU MOLLEHHUKOB

KNMEeHTY 3BOHAT M3 KOMNAaHMK, AKODObI NpeaocTaBasAoLEN
BpoKepcKkMe Unu amnepckune ycayrn. Emy obelatoTt BbICOKNIA
[10X0J, CYLLECTBEHHO BbllLE, YEM Y KOHKYPEHTOB.
MNcespobpokepbi u MpeanoxeHne KaxeTca KAMEHTY 3aMaHUYMUBbIM, 1 OH
ncesaoaunepbl cor/nallaeTcs BOCMNOAb30BaTbCA YC/Yyramu 3TOM KOMNaHUU U
nepeBecTy AeHbIM Ha KapTy TPETbEro ANLa.

ByabTe BHUMaTenbHbl! PeanbHble bpoKepckue nnm aunepckme
KOMMNaHWM He NPOCAT NepeBecTy CPpeAcTBa Ha KapTy TPETbero
nuua. Ecnu Bbl BbINONHUTE TaKoM NepeBo, OTO3BaTb CPEACTBA
y>Ke byaeT HeBO3MOXHO.

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Kak obe3onacutb ceba ot
ncesaobpoKepoB u ncesgogunepos?

YTo6bl BbIBECTU YACTb AEHET, HYXXHO 3anaaTuTb

KnneHT 3aperucTtpupoBasnca Ha canTe TOProsoi NAOLWAAKU No
OUHaPHbLIM OMNMUMOHAM, NONONHMA CBOW BanaHC U NOAYYUN
yBeOM/IEHWNE O NOJy4eHUU «BOHYCHbIX A40Xx0408». O4HaKO
ONA BbiBOAA 3TUX AEHer, He0bX0AMMO «NOBbICUTb CBOM
ncesaoaunnepnl TOProBbINA CTATYC», T.€. BHECTU AOMNO/IHUTE/IbHYIO cymmy. B
NUTOre KNMEHT BHOCUT Bce 6onblie u bonblue cpeacTs, HO Tak U
He Nosy4aeT BO3MOXKHOCTU BbIBECTU CBOU AEHbIW.

MNceBpobpokepbl n

Momuute! 113 peanbHo BPOKEPCKON MU ANNEPCKOM
KOMMaHUW KJIMEHT BCEraa MOKET BbIBECTU CBOM CBOBOAHbIE
AeHeXHble cpeacTsa.

Bcé o kubepbesonacHocTH



&) CBEPBAHK

Kak obe3onacutb ceba ot
ncesaobpoKepoB u ncesgogunepos?

OcTopoXKHO, noTepesn!

KAMEeHT HEBHMMATENIbHO YNTAET J0roBOP, KOTOPbIM
NOANMCbIBAET C AKOObI BpoKepcKkon KomnaHuen. Koraa KAneHT
NbITAaETCA NONYYUTb CBOU AEHbIM, KOMNAaHMA OTKa3bIBaET,
lNcespobpokepbl n CCbINAACh Ha [OTOBOP, FAe YKa3aHO, YTO KAMEHT y4acTBOBa B
ncesaoaunnepbl notepee. MNony4yaercs, YTO KAUEHTY «NPOCTO HE NOBE3/I0» U OH
npourpana CBOW AeHbI .

ByabTe 6auTenpHbl! Bcerga BHMMaATeNIbHO YNTANTE A0TOBOPbI,
KOTopble Bbl nognucbiBaeTe. [Mpu ntobbix COMHEHUAX bepuTte
BpemMs Ha bonee AeTasnbHOE U3yYEeHUE NOKYMEHTOB.

Bcé o kubepbesonacHocTH
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Bcé o kubepbesonacHocTH

&) CBEPBAHK

Kak 06mMmaHbIBalOT MOLUEHHUKMH

Y3HaiiTe 0 pacnpocTpaHEHHbIX NPUEMax 3/10yMbILLU/IEHHUKOB
M He paunTte um ceba obmaHyTb

Cutyauuma 1. «3BOHOK U3 cny»6bl 6e3onacHocTn 6aHka»

Bam 3BOHUT He3HaKoMel,

Homep Bxoasawero 3BOHKa O4Y€Hb NOXOX Ha
HomMmep 6aHKa, a 3BOHALLWNIM NpeacTaBaseTca
«COTPYAHUKOM CNy»KObl 6e3onacHoOCTK baHKa».

Y MOLWEeHHUKOB eCTb BO3MOXHOCTb 3BOHUTb C
HOMEPOB, MOXOXUX Ha oduMLMaNbHbie HOMEpPA
6aHKa, Hanpumep, Takmx: +7900, +900

310yMbIWAEHHUKN MOTYT NOMEHATb O4HY
uMbpy B HOMepe, KOTOPYHO Bbl HE 3aMeTUTE U
noaymaete, 4To 3T0 6aHKOBCKUIN HOMED.




Cnocobbl ob6maHa

Bcé o kubepbesonacHocTH
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Kak o06mMmaHbIBalOT MOLUEHHUKM

Y Bac npocAat KoHdUuaeHUUaNbHble AaHHble

MoLeHHUK coobLiaeT, 4To «b6aHK BbIABUA MNOA03PUTENIbHYIO ONEepaLnio» UK «B
cucteme npousoluen coom».

OH NpocuT y Bac NoaHble gaHHble KapTtbl, CVV- naun CCV-koa, kog ns CMC naun
naponu ot CbepbaHk OHNAMH. DTO HYXHO AKOObI «ANA COXPAHHOCTU BalLMX AEHer».

Kak molueHHUK moeT Bac y6exaaTtb

* «Mbl 380HMM C OPULLMANBHOTO HOMEpPa, NPOBEPbLTE HA CanTey.

* «B uenax KOHOUAEHUMANBHOCTM A BKAKOYALD NPOrpaMmmy-poboT, KoTopas 3aLnTUT
BalM KOHPMAEHUNANbHbIE AaHHble» (Bbl CAbllWKUTE B TPYOKe NErkKMM Wenecr).

e [1na ybeaMTenbHOCTU OH Ha3bliBaeT BalLW NepPCOHa/bHble AaHHbIE N NPOCUT
nepeBecTn AEHbIM «HA 3aLULLEHHbBIN CYET, KOTOPbIM 3aKpPennéH 3a NepCcoHabHbIM
MeHeaKepoM — 3TO HYXKHO ANnA 6e30nacHOCTH, a NOTOM Bbl CMOXKETe BEPHYTb

o ) o )
900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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Bcé o kubepbesonacHocTH

&) CBEPBAHK

Kak o06mMmaHbIBalOT MOLUEHHUKM

Kak 3awmTtuTb ceba

e 3anuwunTe Homepa baHKa B agpecHyto KHUry ceoero TenedoHa:

900, 8 800 555-55-50

e Ecnn 3BOHOK ByaeT ¢ apyroro Homepa, oH oTobpasnTca Kak
HEW3BECTHbIWN.

* He coBepluanTe HUKaKUX onepaLuni no MHCTPYKLUAM 3BOHALLErO. Bece
onepauunu ans 3aluTbl KapTbl COTPYAHUK BaHKa AenaeT cam.

e Cpasy 3aKkaHuuBauTe pa3roBop. PaboTHMK BaHKa HUKOrAA He nonpocuT
Y Bac CEeKpeTHble AaHHble OT KapTbl MU UHTEepPHET-DaHKa.

* [lpoBepbTE, HE ObINO 1IN COMHUTENBHbIX ONepaLuii 3a Bpems
pa3roBopa. Ecaun ycnenm 4to-10 cO0bWNTL MOLLEHHUKAM, Cpasy
No3BoHMTE B BaHK Ha Homep 900 1 coobLKnTe O CAYYUBLLEMCA.

o o
900 +7900, +900

8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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Kak o06mMmaHbIBalOT MOLUEHHUKM

Cutyauua 2. «lepesog nNo ownbKe»

Bbl 0CcTaBMAM CBOE MMA U Homep TenedoHa Ha calTe becnnaTHbIX
0b6bABNEHMN

Bckope KTO-TO nNpucbinaet Bam ¢ mobunsHoro tenedpoHa CMC,
noanenaHHoe nog 6HaHKoBcKkoe coobueHne 06 onepauuu.

3atem c gpyroro Homepa npuxoant CMC c npocbboi BEPHYTb AEHbIU.

MoleHHUKM ucyesaloT nocne nepesopa
Ecnv Bbl CamoCTOATENbHO CAENMANN NepeBos, AeHbIM BEPHYTb He

Cnocobbl obmaHa NoAy4YUTCS.

Kak 3awuTtuTtb cebn

¢ [IpoBepbTe HOMEP, € KoToporo npuwna CMC.
e MomHuTe: HaHK npucblnaet CMC Tonsko ¢ Homepos 900 nnum
9000.

e [IpoBepbTe BanaHc cBoen KapTbl, YTOObI ybeauTbes,
[EeNCTBUTENbHO NN AEHbIM NOCTYNUAM Ha CYET.

e Ecnn 3anogo3pmuamn CMC-moLleHHUYecTBo, cpasy obparturecs K
CBOEMY NepCcoHaNbHOMY MeHeaKepy Uan NO3BOHMUTE B BaHK Ha
Homep 900, unn Ha HOMep, YKa3aHHbIA Ha 06paTHOM CTOPOHE
KapTbl, (60 yepes mobunbHoe npunoxkeHue CbO/.
e 1na ynobcrea BHelWwUTe Homepa 6aHKa B TeNedOHHYH KHU

Bcé o kubepbesonacHocTH
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Kak 06maHbIBalOT MOLIEHHUKHU
Cutyauusa 3. «bpoKepckue Unu gunepckue ycnyrm»

«BbirogHble MHBECTUL MUY

BapuaHT 1. Bam 3BOHWUT HE3HaKoMeLl, KOTOpbIil Ha3biBaeT ceba npeactasutenem Bpokepckoi
AN OUNEePCKOM KoMMNaHUK, NpeanaraeT MHBECTUPOBATb AeHbrM U obelllaeT BbICOKUIA LOXOA.
Bbl cornaluaeTtech OTKPbITh CHET U CaMOCTOATE/IbLHO NepesoauTe AeHbrV Ha KapTy TpeTbero
nvua. MoweHHUKK NPonaaaoT, BEPHYTb AeHblIM HEBO3MOXKHO.

BuHapHbIe onNuMOoHbI

BapuaHT 2. Bbl pernctpupyetech Ha cailTe BUHapHbIX ONLVOHOB.
Mocne nononHeHWa banaHca Bbl NoNyYyaeTe yBeAOMAEHUE O NOAYyYeHUM «BOHYCHbBIX A0X0[08Y.
YT0bbI BbIBECTM 3TN AEHBLIM, BAM HYXHO NOBBLICUTb «TOProBbI cTaTyc». [1nA 3TOro Bbl BHOCUTE
Ha CYET [ONONHUTENbHYIO cymmy. MOLIEeHHUKK NponaaatoT, BepHYTb AeHbrM HEBO3MOMHO.

KaK 3awmnTuThb cebn

¢ [posepbTe nuueHsuto. MNpexae Yem nepesoanTb AeHbIM BpoKepCKoi
KOMNaHuu, ybeauTecs, 4To y Heé ecTb AnLeH3na. CNMCOK KOMNaHWUiA ¢
NUUEH3NAMM Ha OcyLLecTBNeHMe BPOKepPCKON Unn Aunepckon AeaTeNbHOCTH
€CTb Ha cauTe LleHTpanbHoro 6axka PO.

¢ [lpoBepbTe pekBU3UTbI. PeansHble BpoKepckue nan gunepckme KoOMnaHum
He NPOCAT NepeBecTn CPeACTBa HA KapTy 0bbl4HOro Yenoseka — 370 byaeT
WMEHHO CYET KOMMaHWUK.

¢ [NNo3soHUTe B BaHK No Homepy 900, ecan Nnogo3peBaeTe, YTO CTONKHYAUCH C
MOLLEHHUYeCTBOM.
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Kak o06mMmaHbIBalOT MOLUEHHUKM

Cutyauma 4. «Onpoc ot C6epbaHKa»

Bbl nonyyaere nucbmo uau CMC o Tom, uto CbepbaHK NnpoBOAUT NoTepeto

Bam npeanaratoT NpONTU ONPOC NO CCbIIKE, Bbl KAMKAaeTe U nonagaeTte Ha
OULIMHIOBbIM CanT.

PuwuH2 — 3Mo K020a y 84C MNbiMaromcs 8blyoums CEKPEMHY UHGOPMayuto,
Hanpumep, naposab om aAuUYHo20 KabuHema.

e Bbl npoxoauTe «ONpoC» Ha cauTe, 1 3a 3TO BaM 0b6eLLatoT KPYMHY0 cymmy
BO3HarpaxkaeHua, Hanpumep, 150 Tbicay pybnei.

* Ho ans noaTBepAeHUA KapTbl U NepevncieHma BoHycoB BaC NPOCAT
NepevYmncanTb «3aKpenuTeNbHbl Naatex» B paamepe 150 pybnen.

* Bbl oTnpasnaeTe AeHbrU, @ NOTOM He MOXeTe CBA3aTbCA C MOLIEHHUKaMMW.

Kak 3awutuTtb cebn

e HactpoiTte 6n10KMpPOBKY PanblumnBbIX CAUTOB B CBOEM Bpay3epe.
Koraa onnaynBaeTe NOKYNKMU B UHTEPHETE, NPOoBepsanTe aapec
cauvTa. Echv pomeH He coBnagaeT B TOYHOCTM € OopULManbHbIM
Ha3BaHWEM CaliTa, He BBOAUTE AaHHbIE.

* BoibupanTe 3aWMULEHHOE UHTEPHET-COeAMHEHNe. Agpec canTa
AONXEH HauynHaTbeA ¢ byke https, a He ¢ http, a B agpecHon
CTPOKE A0/IKeH 0TODpaXKaTbCA 3HAYOK B BUAE 3aKPbITOro 3amMKa.
¢ Moaknounte CMC-6aHK. OH noHaaobuTca AnA NOATBEPKAEHUA
nnartexa naponem ot 6aHka.
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

KaxkeTca, meHA aTaKylOT MOLWWEHHUKU. YTo aenaTtb?

CpoYHO NO3BOHMTE B KOHTAKTHbIN LieHTP CoepbaHKka Ha Homep 900 (c
MmobunbHoro TenedoHa) unu 3amgute B Cbepbank OHNalH, BbibepuTe
KapTy W HaxkmMuTe «3abN0KMpPOBaTh KapTy», NOC/Ee Yero No3BOHUTE B BaHK.

MHe npuwno CMC o Tom, 4TO MOKO KapTy 3abnokuposanu.
Yto penatb?

NMocmoTtpuTte, ¢ Kakoro Homepa npuwno CMC:
e Ecnauv coobueHmne npuwsio ¢ Homepa 900, no3BoHUTE B HaHK N0ObIM
yAob6HbIM cnocobom:

— B KOHTAKTHbIN LeHTp ChepbaHKa U3 MOBUIBHOIO NPUNOKEHMUS
CbepbaHK OHMaMH

— ¢ mobunbHoro tenedpoHa Ha Homep 900

— nnu c noboro TenedpoHa Ha HOMEP, YKasaHHbIM Ha 06paTHOM CTOpOHE
KapTbl. COTPYAHMK BaHKa COOOLMT Bam AaNbHenLlIne AencTBus.

e Ecnn cooblieHmne NpuLio ¢ Apyroro HOMepa, BEPOATHEe BCEro, ero
OTNPaBUAMN MOLIEHHUKN. [lepe3BaHMBATb HA 3TOT HOMEpP «ANA
pPa3bAoOKUPOBKN» HENb3A. ECAM NOABUANCE COMHEHUSA, AENCTBUTEbHE)
/1 Balla KapTa 3a0/10KMpoBaHa, Bbl MOXeTe NO3BOHUTL B HaHK No
Homepy 900 1 YTOYHUTL MHPOPMaLULO.
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

MHe npuwno CMC o Tom, YTO N0 MOEU KapTe NpoBeaeHa
onepauma, HO A 3Ty onepayuio He cosepwan. Yto genartb?

Ecnun Bbl 3apernctpuposanbl B CoepbaHk OHNalMH, npoBepbTe NociegHue
onepaumu B CBOEM /IMMHOM KabnHeTe UAn MOBUABHOM NPUIOKEHUMN,
Ecnm Tam HeT TakoM onepaymnmn, HannwmnTe Ham NpPAmMo cemdac. lNMocne
atoro yaanmte CMC. Ecnm »e Bbl 4eUCTBUTE/IbHO BUANTE TaKyHo
onepaumio B UCTOPMUM OnepaLmnii, HO He cCoBepLlann e€, No3BOHUTE B
6aHK NtobbIM yaobHbIM cnocobom: — B KOHTAKTHbIN LeHTp CbepbaHKa u3
MobunbHOro npunoxKenua CbepbaHk OHNaMH — ¢ MOBUABbHOTO
TenedoHa Ha Homep 900 — nnun ¢ nroboro TenedboHa Ha Homep,
YKa3aHHbIN Ha 0OPaTHOM CTOPOHE KapTbl.

MHe npuwno CMC ¢ Homepa 9000, a He 900. 9TO MOLIEHHUKH?

Het. C Homepa 9000 CbepbaHK nposoant CMC-onpoc o KayecTse
obcnyXMBaHUA U NPOBOAUT aKkTyanmulauuto aaHHbix. CMC-onpoc
onnaymBaeTca no TapubHOMy nnaHy KnmeHTa. CoobuieHne moxeT
COAEpPaTb CCbINIKY Ha onpoc CbepbaHKa opros.sberbank.ru nnm Ha
nopTtan LeHTpa HeaBuxmnmoctn CoepbarHka Domclick.ru
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OTBeTbl Ha NnonNynApHblIe BONPOCHI

Yro genatb, eCNN A NOTEPAN UK Y MEHA YKpanu TenedoH, K KoTopomy
noaknwouyéH CMC-6aHK?

B 3TOM CMTyauUMmM Bam HYXHO 06paTUTbCA B HaHK M MONPOCUTb BPEMEHHO
3abnokupoBaTb CMC-6aHK. 3aTem 3a6/10KMpPYITE CBOKO CUM-KAPTY Y
COTOBOro onepaTtopa.

MHe Nno3BOHUA COTPYAHUK CNyXbbl 6e3onacHocTu CbepbaHKa n
coo6LmMa 0 NONbITKaX HEM3BECTHbIX UL, CHATb AEHbIM C MOEM KapTbl.
Mory nu a coobwatb emy HOmep Mmoei KapTbl?

Ecnav Bam 3BOHUT COTPYAHUK BaHKa, OH He bByaeT 3anpalwmBaTb HOMepP
Baler KapTbl, MAH-koa nam CVV2/CVC2-Koa, NOrvH, Nnaposb oT
CbepbaHk OHnarH unu ko n3 CMC. B aTolh cuTyauuun npekpature
Pa3roBop W NO3BOHUTE B BaHK N06bIM YA06HbIM cnocobom:

— B KOHTaKTHbIM LeHTp CHepbaHKa M3 MOBUIBHOTO NPUIONKEHUA
CbepbaHk OHNalH,

— ¢ mobunbHoro TenepoHa Ha Homep 900,

— unun ¢ ntoboro TenepoHa Ha HOMep, YKa3aHHbIM Ha 0BpaTHOM CTOpoHe

KapTbl. G
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

Kak onpeaenutb, YTO MHE 3BOHUT MMEHHO COTPYAHUK 6aHKa, d He
BHOVMbII.UHEHHIr‘IK?

Mpn 3BOHKE KNUEHTY cOTPYAHUK COepbaHKa Bceraa obpauiaerca no
MMEHWN-0TYECTBY; HUKOIAa He NPOCUT KoOHPUAEHUMabHble CBEAEHUA:
NONIHbIE PEKBU3UTbI KapTbl (Homep KapTbl, MUH- n CVV-koa), CMC-
naponv 6baHKa; HUKoraa He TpebyeT coBepllaTh onepaLmii ¢ KapToi.
MoMHUTE, YTO 3a4a4a MOLIEHHWUKA — 3acTaTb BAc BPACNA0X U He AaTb
BPEMEHM NPOaHaNM3MPOBATb CUTYaLMIO, NO3TOMY OH DyaeT HacTamBeaThb,
4TOObI Bbl BbINOJIHUAM €r0 TpeboBaHMA Kak MOXKHO ObicTpee.

Mory nu A nonb3oBaTbca 6aHKOMaTOM, eCM OH 3aBUCAET,
CaMoNpPOU3BOJIbHO Nepe3arpyaeTca UAnU Ha IKpaHe NOABAAIOTCA
noposputenbHbie usobpaxkeHma?

Takum BaHKOMaTOM NOAb30BaTLCA HeNb3A. OTMEHUTE TEKYLLYHO
onepaumio, HaxKaB KHOMKYy «OTMeHa», U A0XKAUTEeCb BO3BpaTa KapTbl.

Echn 6aHKOomaT He BO3BpallaeT KapTy, No3BoOHMUTe Ha Homep 900 nam no
TenedoHy, ykazaHHoOMy Ha baHKkomaTe. He otxoauTte oT baHKOMATa, NOKa
He BbINONHUTE peKoMeHAaauun coTpyaHuka baHka.
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

Yto aenatb, ecnn 6aHKOMaAT He BO3BpaLLaeT KapTy?

[No3BoHUTE Ha HoOmep 900 nnu no TenedoHy, yKkasaHHOMY Ha baHKoMmaTe.
He oTxoauTte ot 6aHKOMATa, NOKa He BbINOJIHUTE peKOMeHAaumm
coTpyaHuKa baHkKa.

MHe npuwino ¢ HesHakomoro Homepa CMC o Tom, YTO Ha MOM cueT
nepeseaeHbl geHbru. A notom mHe npuwno CMC ¢ npocbboin ux
BEPHYTb, TaK KaK AeHbru nepesenu no owunbke. A mory BepHyTb AeHbrn?

CbepbankK otnpasnaer CMC Tonbko ¢ Homepa 900 nam 9000, coobuieHns
O COBEpPLUEHHbIX onepaumnax ¢ Apyrmx HOMepoB COBEPLLAOT, KaK
npasuno, moweHHUKU. Ecnm Bam npuwno CMC c gpyroro Homepa,
HanuwuTe Ham B dopme obpaTHOM CBA3M U nepelanTe Ham Teket CMC.
[Mocne atoro yganute CMC.

MHe npuLNa cCbiiKa Ha YCTAaHOBKY MOGUIbHOTO NPUNOXKEHUSA
CbepbaHK OHNAMH. Al mory ero ycTaHOBUTbL?

HeT, ycTaHaBAMBaTb NPUAOXKEHUA MO ccbliikam u3 CMC-coobuieHmn nnm
3NEKTPOHHOW NOYTbl HENb3A, AaXKe ec/in B cCoobLeHnn yTBepKaaeTcs,

4YTO OHO M3 HaHKa. Mcnonb3ynTe TONIbKO 0PULIMANbHBIE NMPUNOIKEHUA 4
6aHKa ana Android, iPhone, iPad n Windows Phone.




NMonynapHbie BONpPOCHI
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OTBeTbl Ha NnonNynApHblIe BONPOCHI

Ona Bxopa B UHTepHeT-6aHK C6epbaHK OHNAMH Yy MeHA 3anpallnBaloT
Homep 6aHKOBCKOM KapTbl. l MOry ero BBecCTu?

Het. Ana Bxoaa B ChepbaHKk OHNANH HY}KEH TONbKO IOTUH, INYHbBIN
napoab UnM oaHopasoBbin Naponb 3 CMC. Ecam Ha canTe
3anpalwunBatoT Nbylo Apyryto nepcoHanbHy MHGopMaumio,
Hanpumep, Homep 6aHKOBCKOM KapTbl MK MobunbHOro TenedoHa,
MOKWHbLTE CalT U CPOYHO ObpaTUTECh B BaHK.

MHe npeanoxunm npogatb Moo 6aHKOBCKYIO KapTy. OueHb
BbIrOAHOE NpeaNoXKeHUe, A MOry Ha Hero Cor1acuTbeCA?

He cornawaiTecb, €€ MOryT UCMONb30BaTb B MOLIEHHUYECKUX LENsX.
MpaBooxpaHMTE/IbHbIE OpraHbl B NEPBYIO oYepenb byayT nposepaTb

BNaAeNbla KapTbl HA MNPUYACTHOCTb K NPECTYN/IEHUIO.
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

MHe npuwino noao3puUTe/IbHOE NUCbMO Ha 3/IEKTPOHHYIO NOYTY. KaK noHATb,
MOLUEHHUYECTBO 3TO UK HeT?

B nepsyto ouepeab obpatute BHUMaHUE Ha NOYTy oTnpasuTensa. Kak npasuno,
MOLLUEHHWKM MCNOMb3YIOT 00LLEeA0CTyNHbIE NOYTOBbIE AOMEHbI UM NOKYyNatoT
JOMEHDbI, NOXOXMe Ha OPULMaNbHbIE AOMEHHbIE UMEHa KOMMNaHUM, 4TODbI
BBECTM NoayyaTens NnMcbma B 3abnyxaeHue.

Bac A0M1KHO HAaCTOPOXKUTb, €CIM TeEMA, KOHTEHT NMCbMa WU Ha3BaHWe ¢annos
noby»KaakoT Bac K HeMealeHHOMY AeUCTBUIO: NEPEMUTM NO CCbIZIKE, HaXKaTb Ha
KHOMKY, OTKPbITb Gann, HemeaNeHHO OTBETUTb Ha MUCbMO.

BarkHO TakKe 06paTUTb BHUMaAHUE Ha obpalleHne n noanMch B NMCbMe: ecnum
OHM Be3/1MuHble, BbICOKA BEPOATHOCTb 0bMaHa. KOHTakTbl 4nsa obpaTHOM CBA3M
B TAKOM NMUCbMe MOryT BbITb HEAOCTOBEPHbI, NO3TOMY NPOBEPLTE UX HA
opMuUMANBbHOM CaTe KOMMaHUM.

He nepexoante No CCbiIKAM U HE KMKaMTE Ha NOA03PUTE/IbHbIE 0D BEKTHI.
HaBeaute Kypcop MbilK HA NOAO03PUTENBHYIO CCbIIKY MAN 06BEKT, YTObbI
YBUAETb, KyAa OHa BeAET Ha camom gene. CpaBHUTE aapec c agpecom
oduMuManbHOro camTa KOMMNaHUN.

ByabTe OCTOPOXKHbI C BAOXKEHUAMMU: OTKPbIBAUTE TONBKO T€ U3 HUX, KOTOPbIE Bbl
XA3NM OT CBOUX ajpecaTos.

He BBOAUTE CBOM KOHPUAEHUMANbHDBIE AaHHblEe, IOTMH M NapOo/b Ha
NOAO3PUTENBHBIX CAUTaX UM B Kakne-nMbo aHKeTHble GopMbl.

He oTBe4aiTe Ha NoA03pMUTENbHbIE MUCbMA.
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OTtBeTbl Ha NnonNyAApPHble BONPOCHI

MNpu onnate NOKYNKK Ha caiTe A BBeN HOMep cBoeu KapTtbl u CVV.
MHe Hanucanu, YTo Npom3oLna ownbKa n oA OTMEHbI onepauum
MeHA npocAaTt coobwntb CMC-Kog. MOXXHO 1M MHe ero oTnpaBuUTb?

HeT. HuKoraa He BBOAMTE «NAapPOAN ANA OTMEHbI ONepaunum» n He
coobuiamte HUKomy CMC-koabl. 06 3TOoM MOryT NONPOCUTb TOIbKO
MOLLEHHUKWN. ECNK Bbl € 3TUM CTONIKHY/IUCb, MOKMHbTE CAalT U CPOYHO
obpatutech B HaHK.

MHe npuwno coobweHume o Tom, Yto CbepbaHK NnpoBOAUT NNOTEPEIO U
npegnaaraet NPoMTH onpoc. A nepeLwwén No ccbiike, OTBETU/ HA
BOMPOCbI, U Tenepb MeHA XaeT npus. Mory am 8 noaTsepauTb CBOKO
KapTy U NPOM3BECTU «3aKPEnUTeNbHbIA NNATEX» ANA NepeuymcieHus
BO3HarpaxaeHuma?

Hu B Koem cny4vae. 3TO pacnpoCTpaHEHHaA CXemMa MOLIEHHMYECTBa,
Korga oT UMeHM BaHKa MOLEHHUKKU HanpasBAAT CCbIIKM Ha
bunwmnHrosble canTol. He nepexogute No NoA03PUTENbHBIM CCbIIKaM,
npu Nt0boun onnate B UHTEPHETE NPoBepAUTe aJpec camTa U BBogUTE
AAHHbIE TONbKO eCNn A0OMEH TOYHO COBMaAaeT ¢ OPULNANbHBIM
Ha3BaHMEM CauTa.




NMonynAapHble BONPOCHI

Bcé o kubepbesonacHocTH

&) CBEPBAHK

OTBeTbl Ha NnonNynApHblIe BONPOCHI

fl ctan cBupeTenem moleHHU4YecTea. Yto genartb?

HanuwwuTte no agpecy fraud@sberbank.ru, echn ctanu cenperenem
ntoboM MOLLIEHHUYECKON AeATENbHOCTU, Hanpumep:

ecnu Bbl 0OHAPYKUAU CAUT C COMHUTENBHBIMU GUHAHCOBBLIMM
NPeanoXKEHNAMM,

rae MOLWEHHUKN CKpbiBatoTca nog bpeHaom CbepbaHka 1 BBOAAT B
3abnyxaeHune notpebutenei;

ecnu Bam npuwwno nogosputenbHoe CMC coobuieHune, akobbl OT HaHKa,
0 NposeaeHnuM onepaunn n TpeboBaHMeEM NO3BOHUTD;

€C/IN BaM 3BOHW/IY MOLLEHHWUKMN U NbITaNIUCb NMOAYYUTb NEPCOHA/bHbIE
OaHHblE;

eCAu Bbl NONYYUIU COMHUTENBHOE MUCbMO, BO3MOXHO CoAepsKallee
BUPYC UM CCbIJIKY HAa MCTOYHUK pacrnpocTpaHeHua BUpyca;

eC/NU BaM M3BECTHbl HOMEpPa KapT, UCMOb3yeMble MOLIEHHUKaMMK ANA
XULLLEHUA AeHer,;

ec/n Bbl 0OHAPYXXNAU YAZBMMOCTb Ha OAHOM M3 NYBNNYHbBIX OHNANH-
cepsucoB CbepbaHka: CbepbaHK OHnanH, CbepbaHK busHec OHNaMH
cainT sberbank.ru u gpyrux.




NMonynapHblie BONpOCHI

Bcé o knbepbesonacHocTH

&) CBEPBAHK

OTBeTbl Ha NnonNynApHblIe BONPOCHI

fl notepan ceolo 6aHKOBCKYIO KapTy. YTo MmHe genatb?

Ecnu Bbl NOTEPANU KapTy UM NOAO3PEBAETE, UTO BaLLl CYET aTaKyHOT
MOLLEHHWKN, CPOYHO eé 3abnokupyiTe. [1ns 3TOro NO3BOHUTE B
KOHTaKTHbIM ueHTp CbepbaHka Ha Homep 900 c mobunbHoro TenedoHa.
Nnun 3angnte B MHTEPHET-6aHK nam mobunbHoe npunoxeHmne CoepbaHk
OHNaMH — HalAUTE HYXKHYIO KapTy U HaxkmuTe «3abi0KMpoBaTb»
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bnaropapvm 3a BHUMAHMYE!



